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1. Purpose. This circular dissem nates policy and procedures on
t he use, acquisition, decryption, and security of tactical d obal
Positioning System (GPS) receivers for civil applications, such
as the Precision Lightweight GPS Receiver (PLGR). Procedures are
defined for obtaining these mlitary grade receivers containing
secure Precise Positioning Service (PPS) capabilities. This
circular effects the transfer of proven mlitary technology to
civil users.

2. Applicability. This circular is applicable to USACE comrands
having civil works, mlitary construction, and environnment al
restoration responsibilities. Personnel of the U S. Arny Corps
of Engineers (USACE) are authorized to use tactical GPS receivers
in the conduct of Corps civil and mlitary construction prograns.

3. Ref er ences.

a. Rules for Obtaining Navstar GPS Security Devices, DCOD
GPS Joint Program O fice, Revision A 12 June 1997.

b. Navstar d obal Positioning System Cryptographic Key
Ordering Instructions, U S. Space Command, Revision 3, June 1997.

c. EM 1110-1-1003, NAVSTAR d obal Positioning System
Surveyi ng, 1 August 1996.

4. Distribution. Approved for public release. Distribution is
unlimted.

5. Background. The Navigation Satellite Tinme and Rangi ng
(NAVSTAR) d obal Positioning Systemis a space-based satellite
radi o navi gati on-system devel oped by the U S. Departnent of

Def ense. GPS receivers provide |and, marine, and airborne users
Wi th continuous three-di nensional position, velocity, and tine
data (PVT). This information is available free of charge to an
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unlimted nunber of users. The system operates under all weather
conditions, 24 hours a day, anywhere on Earth. GPS provides two
| evel s of positional accuracy: Standard Positioning Service (SPS)
and Precise Positioning Service (PPS). For security reasons, DOD
degrades/encrypts the GPS signals, using selective availability
(SA) and anti-spoofing (AS) techniques. Any civil user can
access the SPS signal with a $100 to $500 conmerci al grade re-
cei ver and obtain an accuracy of approximately 100 m (95% .

Aut hori zed PPS users can access and decode the encrypted P(Y)-
code signal and thus obtain an approximtely 10 m positional ac-
curacy unaffected by AS and SA. Access to the PPS signal is
controll ed through the use of cryptographic techniques, and is
limted to U S. and allied mlitary forces. DOD authorizes PPS
access to other governnment and sel ected private sector users
provi ded appropriate security requirenents and ot her sel ection
criteria are net. As a DOD conponent, USACE is authorized access
to the tactical PPS signal for its civil works, mlitary
construction, or environnmental restoration m ssions. The small
hand- hel d, PLGR receivers (AN PSN-11R) can provide real-tine, 10-
nmet er absol ute positioning or navigation accuracy, and have w de
tactical use in mlitary air/land/ sea navigation, and rel ated
tactical mapping, surveying, and positioning uses. These sane
recei vers can be used to support a variety of USACE civil
functions and applications, including G S devel opnent, natural
resource managenent, surveying, |and/air/sea navigation, and
emer gency managenent.

6. PLCGR Project Applications. Stand-alone GPS receivers can
conpute and di splay "absol ute" geographic positions in real-tinme
t hroughout nost of the world. Absolute GPS positioning is

di stinguished fromdifferential GPS (DGPS) positioning which
requi res a sinultaneous conparison of positions between two
nearby GPS receivers; typically using a communi cations data |ink
between the two receivers. Accuracies of code-phase DGPS range
between 0.5 and 10 m DGPS carrier-phase differencing techniques
can provide relative positional accuracies at the mllineter

| evel. Project functional accuracy requirenents and econoni cs

wi |l determ ne whether absolute (either SPS or PPS) or differen-
tial GPS techniques are required. PPS accuracies at the 10 neter
level wll yield sufficient accuracy for many environnental, G S,
and project managenent applications. PLGR receivers represent an
econom cal navigation and positioning tool conpared to

traditional surveying or differential GPS nethods. In general,
PLGR accuracies are suitable for GS mappi ng scal es of 1:12,000
(1" = 1000 ft) or smaller. PLCR accuracies may al so have

application in dredge/ scow positioning or nonitoring,
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envi ronment al mappi ng, vehicle navigation, and energency
managenent operations. \Were only 100 neter accuracy is
required, |ess-expensive SPS receivers should be used. For ac-
curacies exceeding 10 neters, differential GPS techniques are
necessary. Al GPS receivers can be operated with m ni ma
trai ni ng.

a. Current USACE Applications. The use of a PLCGR receiver
coul d be applicabl e whenever the m ssion requires positioning
accuracies that are better than the 100 neters obtai ned by an SPS
recei ver, but do not require the specialized equi pment needed to
acquire differential GPS accuracies. Sonme of the applications
where the use of a PLGR receiver has proven to be effective
i ncl ude energency managenent, real estate, OCONUS control
surveys, archeol ogical surveys, G S data collection, wetland
del i neation, and Corps regulatory activities.

b. Training Options. In order to obtain maxi mum efficiency
fromthe operation of a GPS receiver, either PPS or SPS, the user
must be trained in the operation of the receiver and the receiver
interface with ancillary equi pnment. Training options exist
wi thin USACE (U. S. Arny Topographi c Engi neering Center), other
gover nment agencies, and the private sector.

7. Acquisition of PPS Receivers. Qutlined below are two
procurenent options available to USACE commands to obtain PPS
receivers.

a. PLGR/ SOLGR PPS Receivers. USACE users can purchase the
PLGR receivers using a Departnent of Agriculture (USDA) multi -
agency contract. The cost in 1998 for a PLGR with a conplete
conpl enent of accessories (PLGR Kit) is $2,091.00. Although the
USDA contract will expire in 1998, the USDA is currently working
toward establishing an anendnent to the existing contract or a
new contract for delivery of PPS receivers starting in January
1999. The receiver that wll probably be delivered in 1999 and
beyond will be terned the Special Operations Lightweight GPS
Receiver, or SOLGR This receiver will offer several
i nprovenents over the PLGR such as 12 channel s, dual frequency
operation, waterproof down to 24 neters, progranmable function
keys.

(1) PLGR/ SOLGR Receiver Description. These hand-held PPS
receivers are manufactured by Rockwell |ncorporated, Collins
Avionics Division. The PLGR and SOLGR wi || determ ne positions
to an accuracy of 16 neters SEP when operating in the PPS node
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and 100 neters when operating in the SPS node. Additionally,
both instrunments contain Wde Area GPS Enhancenment (WAGE) for
aut ononous positioning accuracy to 4 neters CEP and Secure (Y-
code) Differential GPS (SDGPS) for positioning accuracy to |ess
than 2 meters CEP. Many vendors interface with the PLGR and
SOLCGR for G S applications.

(2) Acquisition Procedures. To procure the PLGR or SOLGR
fromthe USDA contract, first contact the U S. Arny Topographic
Engi neeri ng Center (USATEC), Ceospatial Engi neering Branch, ATTN:
CETEC-TD-G 7701 Tel egraph Road, Al exandria, VA 22315-3864,

t el ephone (703) 428-6798, e-mail: <pcervari @ec.arny.ml>  and
request an order form Conplete the form prepare the paperwork
(MPR, credit card, etc.) to cover cost of required equi pnent,
and fax to USATEC (703-428-6135). USATEC will place the order
with the vendor, receive and | oad the cryptographi c keys, check

t he equi pnment to insure proper operation, and Fed-Ex the hardware
to the ordering office.

b. Non-PLGR/ SOLGR PPS Receivers. USACE users can al so
purchase any other PPS receivers directly fromthe manufacturer.
These receivers can be purchased using standard conpetitive
procurenent practices.

(1) Procedure. Approval to purchase a PPS receiver directly
fromthe manufacturer nust first be obtained by submtting
correspondence to the GPS Joint Program Ofice (JPO),
Headquarters Space and M ssile Systens Center, ATTN. CZU, Los
Angel es AFB, 2435 Vela Way, El Segundo, CA 90245-5500, defining
the project that requires nore precise positioning than can be
obt ai ned using SPS receivers. The correspondence received from
GPS JPO will authorize direct negotiations with the vendor(s).

8. Cryptographic Key Control and Use.

a. General Discussion. PPS requires receivers be |oaded
with a cryptographic code so that the effects of Selective-
Avai lability (SA) are negated, and to provide for Anti-Spoofing
(A-S) capability. To receive the cryptographic keys requires a
COVBEC custodian and to | oad the key into the GPS receiver
requires a COVMSEC fill device.

b. Acquiring COVSEC Keys. To obtain the cryptographic
keys, the COVBEC custodi an nust process a request for keying
mat eri al through the Validating Authority for the U S Arny, the
Communi cations Security Logistics Agency (CSLA), ATTN. SELCL- KP-
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KEY, Ft. Huachuca, AZ 85613-7090, who validates the operational
need for PPS accuracies and forwards the request to the GPS
Controlling Authority. The Deputy Undersecretary of Defense
Space (ODUSD/ C31) has designated HQ U. S. Space Conmand as the
Controlling Authority for PPS cryptographic keying material, who,
inturn, will notify the appropriate D stribution Center to make
distribution to the identified COMSEC Custodi an. The actual
cryptographi c keys are classified CONFI DENTI AL and nust be
handl ed accordingly. A keyed receiver is not classified but nust
be safeguarded |i ke any val uabl e piece of equipnent. If an
annual key is not conprom sed and there are no acci dent al

“zeroi zations” of the keyed receiver, the receiver need only be
keyed once per key-year.

c. Loading the PPS Receiver. There are several ways the
user can have his PPS receiver |oaded with the necessary COVSEC
key.

(1) District/Division COMWEC Custodian. |If the District or
Division Ofice has a COVSEC Custodi an, and the COVSEC Cust odi an
has processed and obtained the yearly COVSEC key and the fil
devi ces, each year the PPS receiver will need to be taken to the
COMSEC Custodi an to have the new key | oaded into the receiver.
Note: If the receiver is not re-keyed, it will continue to
operate, but will operate only as an SPS receiver until re-keyed.

(2) U.S. Arny Topographic Engineering Center. Those
Districts and Divisions that do not have a COVSEC Cust odi an nmay
Fed- Ex the receiver(s) overnight to the U S. Arny Topographic
Engi neering Center, 7701 Tel egraph Road, ATTN. CETEC- TD- G
Al exandria, VA 22315-3864. Enclosed with the receiver(s) to be
re-keyed should be a conpleted return Fed-Ex shi ppi ng docunent.
CETEC w I | replace the nenory battery, check PPS operation and
return the receiver(s).

(3) OGher Mlitary Ofices. For those USACE comrands who do
not have a COMSEC Custodi an but have a mlitary installation
close to their office, the mlitary installation nmay have a
COMSEC Cust odi an, the COVSEC keys, and the fill devices. The
mlitary office may be willing to re-key the PPS receivers. The
USACE command shoul d contact the mlitary installation to
determine if this approach is feasible.
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9. Proponency and Technical Support. The HQUSACE proponent for
this circular is Engineering Division, Directorate of Cvil

Wor ks, ATTN. CECWEP. Technical assistance on security

requi renents or the acquisition of PPS receivers nmay be obtained
fromthe Geospatial Engineering Branch, U S. Arny Topographic
Engi neering Center, ATTN. CETEC-TD-G 7701 Tel egraph Road,

Al exandria, VA 22315-3864, (703) 428-6798, e-mail:

<pcervari @ec.arny. ml >.

FOR THE COMVANDER:

1 Appendi x ROBERT W BURKHARDT
APP A - Additional Col onel, Corps of Engi neers
| nfformati on on GPS Executive Director of Cvil Wrks



